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Abstract

Anef�cient andsecurementalpokerschemeis proposedin this
paper. It isbasedonmultipleencryptionanddecryptionof individ-
ual cards. Theprotocolsatis�esall major securityrequirements
of a realmentalpoker. It getsrid of theCard Salesmanandguar-
anteesminimaleffectdueto collusionof players.Theprotocolis
secure and more ef�cient comparedwith other knownprotocols.
Thestrategiesof playerscan be keptcon�dential with the intro-
ductionof a Dealer. Theprotocolis suitableto beimplementedin
anon-linecardgame.

Keywords: Mental Poker, Applied Cryptography, Online
Gambling.

1 Introduction

In 1979,Shamir, RivestandAdleman[Shamir, Rivest&
Adleman]proposeda schemefor playing“Mental Poker”.
Following this, many attemptshave beenmadeto achieve
protocolsthatwould allow peopleto play “Mental Poker”
[Fortune& Merrit,Shamir, Rivest& Adleman,Goldwasser
& Micali , Barany & Furedi,Yung,Crepeau,Crepeau,Cre-
peau& Killian]. With thegrowth andpopularityof the In-
ternet,on-line gamblingis becomingincreasinglysigni�-
cant[Hall & Schneier,Zhao,Varadharajan& Mu]. Mental
poker is oneof mostpopulargamesof on-line gambling.
For thepurposeof on-linegamblingover theInternet,addi-
tional requirementson a pokerprotocolneedto beconsid-
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ered. The needfor secureandef�cient protocolsfor card
gamesis becomingincreasinglysigni�cant.

There have been several protocols basedon public-
key cryptographydescribedin literaturefor playing men-
tal poker [Shamir, Rivest& Adleman,Lipton,Goldwasser
& Micali ,Yung,Fortune& Merrit,Coppersmith,Kurosawa,
Katayama,Ogata& Tsujii]. Theseprotocolsrequirethat
playersgeneratenew key pairs for eachgamethey play,
which could be computationallyintensive. Many of these
protocolsarenot securein their implementations,andthey
leakpartial informationaboutthecardsthemselves. There
aresomeprotocolsbasedon multiple permutationswhich
requireatrustedCardSalesmanto beinvolvedin thegames.
[Hall & Schneier,Fortune& Merrit, Barany & Furedi]. If
cardgamesareusedfor thepurposeof on-linegambling,the
assumptionof afully trustedCardSalesmanis nottolerable.
Someprotocols[Crepeau,Crepeau,Crepeau& Killian] have
no informationleakageandmeetmany of theimportantre-
quirementsof a realpokergame,but they arenot practical
in their implementation.They usezero-knowledgeproof
andthe protocolsarenot ef�cient in shuf�ing anddealing
with cards.We areinterestedin ef�cient andsecuremental
pokerprotocolwhichcansatisfyall themajorrequirements
of a real pokerprotocol. In this paper, we proposea new
pokerprotocolbasedonmultipleencryptionanddecryption
of individualcards.Theprotocolprovidescon�dentiality of
cardsandis ef�cient in realimplementation.Theprotocolis
suitablefor any numberof playersto play cardgamesover
the Internet. The effect of collusion is minimum and the
strategiesof playersarecon�dential with the introduction
of a Dealer.

Section2 discussestypical former protocolsof mental
poker. Individualcardcryptosystemandpermutationcryp-
tosystemaredescribedin thissection.Section3 describesa
multiple encryptionanddecryptionsystemthatwill be the
principalcomponentof ourmentalpokerprotocol.Section
4 describesthedetailsof ourmentalpokerprotocol.In this



section,initialization of cards,shuf�ing of a set of cards
andthedealingof cardsarede�ned. Section5 discussesthe
securitypropertiesof our protocol. Section6 providesthe
conclusions.

2 Typical Former Protocols of Mental Poker

2.1 ProtocolBasedonIndividual Card Cryptosys­
tem

Adi Shamir, Ronald Rivest and Leonard Adleman
[Shamir, Rivest & Adleman] utilized commutative cryp-
tosystemsto develop their mentalpokerprotocol. Let ���
and ��� beAlice'sencryptionanddecryptionfunctions,��	
and ��	 be Bob's encryptionanddecryptionfunctionsre-
spectively. In real implementation,Alice and Bob agree
on a large prime number 
 , and respectively choosese-
cret keys �
��� and �
��� , where ������������
�� �"!#�
�������$�%�$
&�'�"!(�)� . Then �+*,�$-�!/.0- * ��1/2435
�! and
��*��$-�!6.7-98:�;1/243<
=! , where�,>?.'�@�;1/243A
B�C�D! . The
above cryptosystemis a commutativecryptosystem.For all
messages- , � � �$� 	 �$-�!E!��;� 	 �$� � �$-�!E! , � 	 �$� � �$-�!E!��
�����$�+	���-=!F! , ��������	G��-=!F!G�'�+	G�$�+���$-�!E! , �����$�H	��$-�!E!��
��	?�$�H���$-�!E! . Alice andBobwill play thegameasfollows:

1. A deckof cardsI:�@�"JKJKJK�MLON�P is usedin thecryptosystem.
Alice encryptseachcardin thedeckseparately. Alice
sendsthe set IO�+���E�"!Q�"JKJKJK�M�+�6��LRN@!SP in a randomorder
to Bob.

2. Bobchooses� veencryptedcardsatrandom,for exam-
ple IO� � �$TR! , � � �$UR! , � � �E�"V@! , � � �$NRL@! , � � �$W@WR!XP , and
sendsthemto Alice, Alice could know that they are
IYT9�ZU,�[�"V9�ZNRL9�ZWRW�P .

3. Bob chooses� ve different encryptedcards, for ex-
ample IO� � �$W@! , � � �E�@�"! , � � �F�"\@! , � � �$N@WR! , � � ��]=�"!XP ,
encrypt them, and sendsthem back to Alice as a
randomly ordered set IY� 	 ��� � �$W@!E! , � 	 �$� � �F�R�"!F! ,
� 	 ��� � �E�D\R!F! , � 	 �$� � �$NRW@!E! , � 	 �$� � �^]��"!E!XP .

4. Alice decrypts cards one by one and sendsBob
the resultingset IY�G	G�$W@! , ��	G�F�R�"! , ��	G�F�"\@! , ��	_�$NRW@! ,
��	G��]=�D!SP . Bob could decryptandget IYW , �R� , �D\ , NRW ,
]=�`P .

5. At theendof thegame,they couldexchangetheir en-
cryption keys andverify that all playershave played
fairly.

Lipton [Lipton] observed that the above implementation
leaksat leastone bit of information. For a number - , if
-a.cb@dR��e/fO�?gh! for someb , - is aquadraticresiduemodulo
g ; otherwise,- is non-quadraticresidue.All keys mustbe
oddnumbers,and - * (mod n) is a quadraticresidueif and
only if - is. If theplayersknow which cardsarequadratic
residuesandcomparethemwith encryptedcards,players
couldhaveonebit of informationpercard.Lipton provided
somesuggestionsfor theonebit informationleak,but there
is noguaranteethattheresultis secure[Coppersmith].

2.2 ProtocolBasedon Permutation Cryptosystem

Thereis a seriesof protocols[Hall & Schneier,Fortune
& Merrit,Barany & Furedi]whicharebasedonthemultiple
permutations.In the following, we will describea popular
protocol. TherearethreeplayersAlice, Bob andCharles
andoneCardSalesman.They usethe following stepsto
preparea deckof cards:

1. CardSalesmanchoosesa permutationi
2. Alice choosesthreepermutations��j4�E�_k and �_l . Bob

choosesthreepermutations�?j4�M�+k and ��l . Charles
choosesthreepermutationsmGj4�Mm[k and m[l . All the
above permutationsaresentto CardSalesmancon�-
dentially (only the senderand Card Salesmanknow
them).

3. CardSalesmancomputesandbroadcaststhefolowingn j?�o�CpZqj mrpsqj ��psqj ispsq ,n k[�cm psqk � psqk � pZqk i pZq ,n l[�o�HpZql �rpZql mrpZql ispZq .
If a player, for exampleAlice, wantsto draw a card, the
following protocolis used

1. Alice choosesbt�uiv��-=! which is not in any player's
handandbroadcastsb and

n j,��bR! .
2. Bobcomputesandbroadcasts��j4� n j,��bR!F! .
3. CharlescomputesandbroadcastsmGj@�$�_j,� n j,�$b@!E!F! .
4. Alice computes-a�w� j �$m j ��� j � n j ��bR!E!F!E! .
5. All playersrecordthat b��;iv�$-�! hasbeenin Alice's

hand.

At theend,all permutationsarepublishedto checkthefair-
nessof thegame.Theabove protocolcouldguaranteethat
a playercandraw a cardwhich is not in anyone's handand
only he could know what the card is. If the Card Sales-
manandat leastoneplayerplaysfairly, thereis noway for
a playeror group of colluding playersto get information
of cardswhicharenot in theirown hands.Thisprotocolre-
quiresaCardSalesmanto choosearandomi andbroadcast
permutations.If thecardgameis usedfor gambling,theas-
sumptionthat the CardSalesmanbe fully trustedis not a
goodone. Anotheraspectof this permutationbasedpoker
schemeis that cheatingcanonly bedetectedat the endof
thegameandnot duringtheprotocolrun.

3 Multi-Party Encryption and Decryption

Basedon the ElGamalcryptosystem,we will discussa
multi-partyencryptionanddecryptionsystem.Without los-
ing generality, we assumethat therearetwo partiesA and
B. Thetwo partiesusethesameprimenumber
 . They have
x � �yI:�z
s�M{ � �M� � �F| � ![}O| � .c{ � *"~ ��1/243c
�!SPx 	 �yI:��
Z�S{ 	 �M� 	 �F| 	 ![}O| 	 .7{ 	 *"� ��1/243c
�!SP



1. Encryption:

The original messageis - . A choosesrandom
number� � , andtheresultof encryptionwith

x � has
two partsb q � and b d � :

b q �#�o{s�
~� 1/243o


b d �#�o-9|h�
~� 1/243c


B choosesrandomnumber� 	 andencryptsthecipher-
text of A's encryption(actuallyB encryptsb d � ) and
getsthefollowing two parts,

b q 	 �7{ �
�	 1/2437


b d �h	��7-9|h�
~� |h� �	 1/243c


Actually, there is no difference whether A or B
encrypts �rst; we will get the same ciphertex
b q ���Sb q 	G�Sb d �h	 .

2. Decryption:

If A useshisprivatekey to decrypt�rst,

�@� ~ �$b q ���vb d �h	[!���b d �h	<�$b q � *"~ ! pZq �0b d 	1/2437

andthenB useshisprivatekey to decrypt

� � � b d 	 !���b d 	 �$b q 	 *"� ! pZq �0-�1�243c

- is theoriginalmessage.

Actually, there is no difference whether A or B
decrypts�rst; we could usethe following formula to
expressthewholemulti-partydecryption

�R� ~�� � � �=b q ���6b q 	G�vb d �h	�!v�b d �h	A��b q � * ~ !Spsq���b q 	 * � !Spsq��o-�1/2437

The most importantcharacteristicfor the above systemis
that if a differentorderis usedfor encryption,the �nal ci-
phertext is thesame.If a differentorderis usedfor decryp-
tion, the original messagecould be obtained. In next sec-
tion, wedescribethementalpokerprotocolusingtheabove
commutativecryptosystems.

4 Mental Poker Protocols

We assumethatmany playersplay a fair on-line“Men-
tal Poker”game. Part of the cardgameinvolvesshuf�ing
anddealingthecardsin a fair manner. All theplayersmust
besurethatnobodyhasstackedthedeck. We assumethat
thereis not a trustedthird party involvedduring thegame.

In this paper, we will only focuson the protocolfor shuf-
�ing anddealingthecards.Weproposeamentalpokerpro-
tocol which canshuf�e any setof cards.Unlike protocols
basedon many permutations[Fortune& Merrit], this pro-
tocol alwaysdealswith cardsoneby one. Without losing
generality, we assumethat therearetwo playersAlice and
Bob. Thereis no realdifference,shouldmoreplayersplay
thegame.

4.1 Initialization

1. Alice andBobagreeto choosethesame52 tokensfor
52cards,thataresuitableencodingset I 1, ... , 52P .

2. Alice andBobagreeto choosethesameprimenumber

 .

3. Alice choosesherencryptionanddecryptionkey pairs
asfollows:

x �#�7I:��
Z�S{s���S�R�[�E|9�B!+}O|,�#.c{s� * ~ ��1/243�
=!XP
4. Alice hasa public/privatekey pair 
��,� and �"�9� , �D�,�

for signatureand 
=�,� for veri�cation by others.

5. Bob chooseshis encryptionanddecryptionkey pairs
asfollows:

x 	��yI:��
Z�S{Z	��S�@	G�E|9	�!�}O|,	<.c{s	 *D� ��1/243�
=!XP
6. Bob haspublic/privatekey pair 
=�,� and �D�,� , �D�,� for

hissignatureand 
=�,� for veri�cation by others.

4.2 Cards Shuf�ing

In ourprotocol,thecardshuf�ing is basedontheencryp-
tion of individualcards.

1. Alice choosesa secreterandomnumber � � , andthen
encryptsoriginal cardsone by one. The set of en-
cryptedcardsis IY� � �F�"!��DJKJKJ��S� � �$L@NR!XP in a randomor-
der. Alice signs the hashfunction of �D� to get �� ������!(�G� * j . Alice sendsIY�+���E�D!��DJKJ�JK�S���v�$L@NR!SP and
� � �$�Q��!��G� * j to Bob.

2. Bobchoosesa secretrandomnumber�D	 , andthenen-
cryptsoriginal cardsoneby one.Thesetof encrypted
cardsis IY�+	G�F�"!��DJKJKJ��S��	[�$L@NR!SP in a randomorder. Bob
signsthe hashfunctionof �D	 to get � � �$�Q	[!a�G� * k .
Bob sendsIO�+	G�F�"!��DJKJKJ��S��	[�$L@NR!SP and � � ����	�!r�G� * k
to Alice.

3. Alice encryptsthesetof cardsencryptedby Bob and
gets IY�+�h	G�E�D!��DJKJ�JK�S���h	[�$LRN@!SP . Alice sendsthe results
to Bob.

4. Bob encryptsthe setof cardsencryptedby Alice and
gets IO� 	Z� �E�D!��DJ�JKJK�S� 	Z� ��LRN@!SP . Bobsendstheresultsto
Alice.



5. Alice checkstwo setsof doubleencryptedcardswith
a differentencryptionorder. If the two setsare not
equal,then the protocolwill be stopped. If they are
equal,Alice signsthe doubleencryptedcardsoneby
one. With the notation ma��g9�B�;� �h	 �$gh! where ��g��
I:�@�"JKJKJK�ML@N@P is theordernumberof cards,Alice gets IR�� �$m%���X�$!��+� * j@�DJ�JKJK�Q� � ��ma��LRND�$!��G� * j`P . Alice signs
the orderof cardsand gets ��ma�K�S�E�DJKJ�JK�Em%� LRNY���_� * j .
Alice sendsthedoubleencryptedcards,signaturesof
cardsandsignedorderof cardsto Bob.

6. Bobchecksthesetof doubleencryptedcardsandtheir
signaturesby Alice. Bob checkstwo setsof double
encryptedcardswith a differentencryptionorder. If
thechecksaresuccessful,Bobsignsdoubleencrypted
cardsagainandgets
IR� � ��ma�K�S�$!��G� * j � � * k��"JKJKJK��� � �$ma��LRNY�$!u�G� * j � � * k
P . Bob signs the order of cardsagain and gets �
ma�K�S�E�DJ�JKJ��Mmr��LRNQ�o�G� * j � � * k . Bob sendssignaturesof
cardsandsignedorderof cardsto Alice.

Now thedeckof cardshasbeenprepared.All thecardsare
encryptedby Alice andBob with their signatures.Based
on our discussionin section2, encryptionsin differentor-
dergive the sameresults. We only usea de�nite orderof
signaturesin thewhole protocols.Obviously, if morepar-
ties involved, our protocolswill work exactly in a similar
mannerto theabove.

4.3 Card Dealing

Thereare52 cardsencryptedby bothAlice andBob. At
the very beginning, the set of available ordernumbersis
I:�R�DJKJKJ��SLRN@P . During thegame,if somecardsarein players'
hands,the correspondingordernumbersaredeletedfrom
theavailableset.Whenaplayerneedsacard,thefollowing
protocolis carriedout.

1. Alice needsto draw a card e , e is the card or-
der after the doubleencryptions. Shesends e and
� � �$e/!��+� * j to Bob.

2. Bob checksAlice's signatureandthenchecksthat e
is in theavailablesetor not. If it is not in theavailable
set,Bob sendsAlice a suitablemessage.If it is in the
availableset,Bob decryptsthedoubleencryptedcard
e . The original orderof the cardis g , the card e is
ma��g9� . After Bob'sdecryption,it becomes�_���$gh! . Bob
sends� � �$gh! , ��et� � �$� � �$gh!E!�� � * k to Alice. Bob
deletese from hisavailableset.

3. Alice checksBob's signatureanddecrypts�_���$gh! to
openthe card and addsthe card to her hand. Alice
deletese from heravailableset.

Whenthe gameis over, Alice andBob reveal their secret
randomnumber�Q� and ��	 . Both Alice andBobcancheck
whethertheotherpartyhasbeencheatingor not. Thestrat-
egy of eachplayeris completelyrevealedat theendof the

game.In next section,we discusshow to ensurecon�den-
tiality of strategy.

If therearemany players,theabove protocolworksin a
similarmanner. Theonly differenceis thatif aplayerneeds
acard,all otherplayerswill decryptthecardoneby oneand
updatetheir availablesetsat thesametime. A playerwho
needsthecardcanopenthecardandaddit to his/herhand,
andupdateshis/heravailableset.

5 Discussion

In thefollowingsection,importantsecuritypropertiesof
our protocolarediscussed.We alsocompareour protocol
with previouslypublishedprotocols.

(I) CompleteCon�dentiality of Cards
Previous protocols based on individual cards has the
shortcoming of leaking of one bit information [Lip-
ton,Coppersmith].Lipton discussedthe leakageandgave
somesuggestionsfor strengtheningthe cryptosystem,for
example, the cards are encodedoriginally so that they
are all quadraticresidues(or all nonresidues).But there
is still no guaranteethat the result is secure. Indeed,the
indicationis thatbitsmaystill leak.In ourprotocol,thereis
no informationleakagebecausethe encryption/decryption
usesthestandardElGamalcryptosystem.

(II) Without CardSalesman
Thereis a CardSalesmaninvolved in the previous proto-
cols[Hall & Schneier,Fortune& Merrit,Barany & Furedi]
that are basedon multiple permutations.The fairnessof
this kind of protocolsis basedon the assumptionthat the
Card Salesmanis fully trusted. In real gambling, such
an assumptionis not appropriate. We can not assume
the existenceof sucha fully trustedparty. The protocol
presentedin this paper gets rid of the Card Salesman
completely.

(III) Any Numberof Players
Based on the commutativity of multi encryptionsand
decryptions, it is convenient to expand the proto-
col to multi-players. With the same prime num-
ber 
 , each player, for example � , has key pairx?� � I:�z
s�M{ � �S� � �F| � !;}#| � . { � *"� ��1/243�
�!SP .
In the card shuf�ing process,every player � choosesa
secretrandomnumber � � . All cardsaremulti-encrypted
by all players. In the carddealing,whenplayer � draws
a card,all otherplayersdecryptthe card,andonly player
� canopenthecard. All playersdeletethe cardfrom the
availableset.

(IV) SecurityAgainstPlayerCollusions
Theprotocolcanguaranteetheminimaleffectof collusion.
Even if two playerscollude, they can only obtain each
other'scardsbut nota cardof a third player. Becauseevery
cardis multi-encryptedby all theplayers,a cardis opened
only in the casethat all playershave decryptedit. Any



subsetof playerscan not know anything aboutthe cards
of otherplayers.No collusionamongcheatingplayerscan
affect the cardsdrawn by an honestplayeranduntouched
cards.

(V) CompleteCon�dentiality of Strategy
The protocolpresentedasksplayersto reveal all informa-
tion at theendof thegame.It makesit impossiblefor the
playersto bluff. Realpokerplayerswould never acceptto
play sucha game.Fortunately, if theDealeris involved,it
is very easyto modify theabove protocol. Whenshuf�ing
cards,every player � chooseshis secretrandomnumber
� � and sends � � �$� � !�� to the Dealer. During the
game,every player sendsthe information of his actions
(for retrieving in the future, except openedcards)to the
Dealer. At the end of the game,every player sendshis
secretrandomnumberto theDealer. TheDealeris ableto
checkthefairnessof thewholegame.During thegame,the
cardinformationis con�dential to the Dealer. The Dealer
is theonly personwhocanknow thestrategy of eachplayer
at the endof the game. Suchanassumptionis reasonable
andacceptable.It is muchbetter than the assumptionof
a CardSalesmanwho is fully trustedand knows all card
informationduringthegame.

(VI) Ef�ciency andClarity
Thecryptosystemusedin ourschemeis basedon ElGamal
cryptosystem.For a gameof two players,thereareonly
104timesElGamalencryptionsanddecryptions(maximum
in one whole game). For a game of g players, there
are LRN� �g ElGamal encryptionsand LRN� cg ElGamal
decryptions(maximumin onewholegame).The protocol
is ef�cient. For a group of players,after the systemhas
beensetup,they can use their encryption/decryptionkey
pairs and public/private key pairs for multiple games.
For a new game, the playersonly need to choosenew
secretrandomnumbers(encryptionparameters).Thereare
severalothersuccessfulprotocolsbasedonzero-knowledge
proofs. Unfortunatelythey arenot practicalandareoften
very complicatedand messy. They need a fairly long
computationtimeto shuf�e a deckof cards.

6 Conclusions

Ourmentalpokerprotocolschemehasachievedthema-
jor requirementsof a completepokersystem. The proto-
col is secure,ef�cient and is suitablefor any numberof
players. Our protocol getsrid of the Card Salesmanen-
tity completelyandthereis minimal effectdueto collusion
of players.With theintroductionof a Dealer, thestrategies
of playerscanbemadecon�dential to otherpeople(except
theDealer).In thiscase,theDealeronly becomesawareof
the strategiesof playersat theendof the game.However,
therearesomeopenproblemswhich arenot solvedby our
protocol,for example,how to returna cardto thedeck.

With thegrowth of popularityof the Internet,the Inter-
nethasbecomeanimportantmarketplacefor on-linegam-

bling. Cardgamesarewidely usedin on-linegamblingover
theInternet.Thegamblingprocessrequiresactionssuchas
placingbetsanddealingwith payments.Our protocol is
basedon individualcards.It is easyto combinethis proto-
col with themanagementprotocolsof thewholegambling
processes.A fair on-line gamblingschemehasbeenpro-
posedby the authorsof this paper[Zhao,Varadharajan&
Mu] to guaranteethe fairnessof on-linegambling. Based
on this fair on-linegamblingschemeandthecardprotocol
presentedhere,ef�cient, fair andsecuresolutionof using
cardgamesin on-linegamblingcanbeachieved.
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