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Abstract

Anefcient andsecuementalpokerschemes proposedn this
paper It is baseconmultipleencryptioranddecryptionofindivid-
ual cards. Theprotocol satis esall major securityrequiremerts
of arealmentalpoker It getsrid of the Card Salesmamandguar-
anteesminimal effectdueto collusionof players. Theprotocolis
secue and more efcient compaedwith other knownprotocols.
The strategiesof playerscan be keptcon dential with the intro-
ductionof a Dealer Theprotocolis suitableto beimplementedh
anon-linecard game

Keywords: Mental Poker Applied Cryptography Online
Gambling.

1 Introduction

In 1979,Shamir RivestandAdleman[Shamir Rivest&
Adleman]proposed schemédor playing “Mental Poker”.
Following this, mary attemptshave beenmadeto achieve
protocolsthatwould allow peopleto play “Mental Poker”
[Fortune& Merrit, Shamir Rivest& AdlemanGoldwasser
& Micali ,Barary & Furedi,Yung,CrepeauCrepeauCre-
peau& Killian]. With the growth andpopularityof the In-
ternet,on-line gamblingis becomingincreasinglysigni -
cant[Hall & SchneierZhao,Varadharajai& Mu]. Mental
pokeris one of mostpopulargamesof on-line gambling.
For thepurposeof on-linegamblingoverthelnternet,addi-
tional requirement®n a pokerprotocolneedto be consid-
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ered. The needfor secureandefcient protocolsfor card
gamesds becomingncreasinglysigni cant.

There have been several protocols basedon public-
key cryptographydescribedn literaturefor playing men-
tal poker[Shamir Rivest& Adleman Lipton, Goldwasser
& Micali ,Yung Fortune& Merrit, CoppersmithiKurosava,
Katayama,Ogata& Tsujii]. Theseprotocolsrequirethat
playersgeneratenen key pairs for eachgamethey play,
which could be computationallyintensive. Mary of these
protocolsarenot securen theirimplementationsandthey
leak partialinformationaboutthe cardsthemseles. There
are someprotocolsbasedon multiple permutationsvhich
requireatrustedCardSalesmaro beinvolvedin thegames.
[Hall & SchneierFortune& Merrit, Barary & Furedi]. If
cardgamesareusedor thepurposeof on-linegambling the
assumptiomf afully trustedCardSalesmais nottolerable.
SomeprotocoldCrepeauCrepealCrepea’ Killian] have
no informationleakageandmeetmary of theimportantre-
guirementf a realpokergame but they arenot practical
in their implementation. They usezero-knavledge proof
andthe protocolsarenot ef cient in shufing anddealing
with cards.We areinterestedn ef cient andsecuremental
pokerprotocolwhich cansatisfyall themajorrequirements
of a real pokerprotocol. In this papey we proposea new
pokerprotocolbasednmultiple encryptionranddecryption
of individualcards.Theprotocolprovidescon dentiality of
cardsandis ef cient in realimplementationTheprotocolis
suitablefor ary numberof playersto play cardgamesover
the Internet. The effect of collusionis minimum and the
stratgiesof playersare con dential with the introduction
of aDealer

Section2 discussesypical former protocolsof mental
poker Individual cardcryptosystenandpermutatiorcryp-
tosystermaredescribedn thissection.Section3 describes
multiple encryptionanddecryptionsystemthatwill be the
principalcomponenbf our mentalpokerprotocol. Section
4 describeshe detailsof our mentalpokerprotocol.In this



section,initialization of cards,shufing of a setof cards
andthedealingof cardsarede ned. Sectionb discussethe
securitypropertiesof our protocol. Section6 providesthe
conclusions.

2 Typical Former Protocols of Mental Poker

2.1 ProtocolBasedonindividual Card Cryptosys-
tem

Adi Shamir Ronald Rivest and Leonard Adleman
[Shamir Rivest& Adleman]utilized commutatve cryp-
tosystemgo develop their mentalpokerprotocol. Let F 4
andD 4 beAlice'sencryptionanddecryptiorfunctions,F g
and Dgp be Bob's encryptionand decryptionfunctionsre-
spectiely. In real implementationAlice and Bob agree
on a large prime numberp, and respectiely choosese-
cretkeys k = A andk = B, whereged(A,p — 1) =
ged(B,p — 1) = 1. ThenEx(z) = z*( mod p) and
Dy (z) = 2*( mod p),wherekz =1( mod p—1). The
above cryptosystenis a commutatie cryptosystemFor all
messages, E4(Dg(z)) = Dp(Ea(z)), Eg(Da(z)) =
Da(Ep(z)), Ea(Ep(z)) = Ep(Ea(x)), Da(Dp(x)) =
Dg(Da(z)). Alice andBobwill playthegameasfollows:

1. Adeckof cards{1, ..., 52} is usedn thecryptosystem.
Alice encryptseachcardin the deckseparatelyAlice
sendsheset{F4(1),..., Ea(52)} in arandomorder
to Boh.

2. Bobchooses veencrypteccardsatrandom for exam-
ple {E4(6), Ea(8), Ea(17), Fa(25), Ea(33)}, and
sendsthemto Alice, Alice could know that they are
{6, 8, 17, 25, 33}.

3. Bob chooses ve different encryptedcards, for ex-
ample{E4(3), E4(11), E4(19), E4(23), Ea(41)},
encrypt them, and sendsthem back to Alice as a
randomly ordered set {Eg(E4(3)), Er(Ea(11)),
Ep(Ea(19)), EB(Ea(23)), EB(Ea(41))}.

4. Alice decrypts cards one by one and sendsBob
theresultingset{ Ep(3), Ep(11), Ep(19), Ep(23),
FEg(41)}. Bob coulddecryptandget {3, 11, 19, 23,
41}.

5. At theendof thegame they couldexchangetheiren-
cryption keys and verify that all playershave played
fairly.

Lipton [Lipton] obsered that the above implementation
leaksat leastone bit of information. For a numberz, if
z = y?(mod n) for somey, z is aquadratiaesiduemodulo
n; otherwisex is non-quadraticesidue.All keys mustbe
oddnumbersandz* (mod n) is aquadratiaesiduef and
only if z is. If the playersknow which cardsare quadratic
residuesand comparethemwith encryptedcards,players
couldhave onebit of informationpercard. Lipton provided
somesuggestionfor theonebit informationleak,but there
is no guarante¢hattheresultis securgCoppersmith].

2.2 ProtocolBasedon Permutation Cryptosystem

Thereis a seriesof protocols[Hall & Schneierfortune
& Merrit,Barary & Furedilwhicharebasednthemultiple
permutationsin thefollowing, we will describea popular
protocol. TherearethreeplayersAlice, Bob and Charles
andone Card Salesman.They usethe following stepsto
preparea deckof cards:

1. CardSalesmarthooses permutationr

2. Alice chooseshreepermutationsA,, A, andA.. Bob
chooseghree permutationsB,, B, and B.. Charles
chooseghree permutations”,, C, and C.. All the
above permutationsare sentto Card Salesmarcon -
dentially (only the senderand Card Salesmarknow
them).

3. CardSalesmaromputesandbroadcastshefolowing
§a = B1C7YA 1,
& = Cy A By 't
§e = AZ'BITCT rm

If a player for example Alice, wantsto draw a card, the
following protocolis used

1. Alice chooseg) = =(z) whichis notin ary players
handandbroadcastg andd, (y).

. Bobcomputesandbroadcast®, (6, (y)).
. Charlescomputesandbroadcasts’, (B, (34 (y))).
. Alice computese = A,(Cy(Ba(da(y))))-

a »» W0 N

. All playersrecordthaty = m(z) hasbeenin Alice's
hand.

At theend,all permutationgrepublishedo checkthefair-
nessof the game.The above protocolcould guaranteghat
aplayercandraw a cardwhichis notin aryone's handand
only he could know what the cardis. If the Card Sales-
manandat leastoneplayerplaysfairly, thereis noway for
a playeror group of colluding playersto getinformation
of cardswhich arenotin their own hands.This protocolre-
guiresaCardSalesmarmo choosearandomr andbroadcast
permutationslf thecardgameis usedfor gamblingtheas-
sumptionthat the Card Salesmarbe fully trustedis not a
goodone. Anotheraspecf this permutatiorbasedpoker
schemds that cheatingcanonly be detectecdat the end of
thegameandnot duringtheprotocolrun.

3 Multi-Party Encryption and Decryption

Basedon the ElIGamalcryptosystemyve will discussa
multi-partyencryptionanddecryptionsystem Withoutlos-
ing generality we assumehattherearetwo partiesA and
B. Thetwo partiesusethesameprimenumberp. They have

Ka={(p,aa ka,Ba):Ba =as®( mod p)}
Ks ={(p,an,kp,BB) : A = ap”®( mod p)}



1. Encryption:

The original messageis z. A choosesrandom
numberr 4, andtheresultof encryptionwith K 4 has
two partsy; 4 andys4:

yia =0al* mod p

Y24 =20 mod p

B choosesandomnumberrg andencryptghecipher
text of A's encryption(actually B encryptsy-4) and
getsthefollowing two parts,

yip =ap mod p

"B

Y2AB = Iﬁ;{’ B mod p

Actually, there is no difference whether A or B
encrypts rst; we will get the same cipherte

Y14,Y1B,Y24B-

2. Decryption:

If A useshis privatekey to decrypt rst,

dic (Y14, Y248) = y2ap (Y14 "4)"' = yap

mod p
andthenB useshis privatekey to decrypt

dicy ¥28) = ¥28 (1B *°)"' = = mod p
x istheoriginal message.

Actually, there is no difference whether A or B
decryptsrst; we could usethe following formulato
expressthewhole multi-partydecryption

dic, kn( Y14, V1B, Y24B) =
Yoas (y14 ¥) V(i *E) ' =2 mod p

The mostimportantcharacteristidor the abose systemis
thatif a differentorderis usedfor encryption,the nal ci-
phertet is the same.If adifferentorderis usedfor decryp-
tion, the original messageould be obtained. In next sec-
tion, we describehementalpokerprotocolusingtheabove
commutatve cryptosystems.

4 Mental Poker Protocols

We assumeéhatmary playersplay a fair on-line “Men-
tal Poker”game. Part of the cardgameinvolvesshufing
anddealingthe cardsin afair manner All theplayersmust
be surethatnobodyhasstackedhe deck. We assumehat
thereis not a trustedthird party involvedduring the game.

In this paper we will only focuson the protocolfor shuf-
ing anddealingthe cards.We proposeamentalpokerpro-
tocol which canshufe ary setof cards. Unlike protocols
basedon mary permutationgFortune& Merrit], this pro-
tocol alwaysdealswith cardsoneby one. Without losing
generality we assumehattherearetwo playersAlice and
Bob. Thereis norealdifference shouldmoreplayersplay
thegame.

4.1 Initialization

1. Alice andBob agreeto choosehe sameb2 tokensfor
52 cardsthataresuitableencodingset{1, ..., 52}.

2. Alice andBobagreeto chooseghesameprimenumber
P

3. Alice chooseserencryptionanddecryptionkey pairs
asfollows:

Ka={(p,oa ka,Ba):fa = aa®( modp)}

4. Alice hasa public/privatekey pair pka andska, ska
for signatureandpka for veri cation by others.

5. Bob choosesis encryptionanddecryptionkey pairs
asfollows:

K ={(p,aB,kp,BB) : B = ap®?( mod p)}

6. Bob haspublic/privatekey pair pkb and skb, skb for
his signatureandpkb for veri cation by others.

4.2 Cards Shufing

In ourprotocol thecardshufing is basedntheencryp-
tion of individual cards.

1. Alice chooses secretaandomnumberr 4, andthen
encryptsoriginal cardsone by one. The setof en-
cryptedcardsis {E4(1), ..., E4(52)} in arandomor-
der Alice signsthe hashfunction of r4 to get <
H(ra) >ska- Alice sends{E4(1),..., Ea(52)} and
< H(ra) >skq to Bob.

2. Bobchooses secrerandomnumberr g, andthenen-
cryptsoriginal cardsoneby one. The setof encrypted
cardsis {Ep(1), ..., Ep(52)} in arandomorder Bob
signsthe hashfunctionof rg to get< H(rg) >:ks-
Bobsends{Fg(1),..., Eg(52)} and< H(rp) >skb
to Alice.

3. Alice encryptsthe setof cardsencryptedby Bob and
gets{Eap(1),..., Fap(52)}. Alice sendsthe results
to Boh.

4. Bob encryptsthe setof cardsencryptedby Alice and
gets{Epa(l),..., Epa(52)}. Bobsendgheresultsto
Alice.



5. Alice checkstwo setsof doubleencryptedcardswith
a differentencryptionorder If the two setsare not
equal,thenthe protocolwill be stopped. If they are
equal,Alice signsthe doubleencryptedcardsone by
one. With the notationC[n] = E4p(n) where(n =
{1, ..., 52} is theordernumberof cards Alice gets{<
H(C]) >ska, -, < H(C[52]) >ska}- Alice signs
the orderof cardsandgets< CTI1],...,C[52] >:ka-
Alice sendgthe doubleencryptedcards,signaturesof
cardsandsignedorderof cardsto Boh.

6. Bobcheckghesetof doubleencrypteccardsandtheir
signatureshy Alice. Bob checkstwo setsof double
encryptedcardswith a differentencryptionorder If
thechecksaresuccessfulBob signsdoubleencrypted
cardsagainandgets
{< H(C[l]) >ska,skba e < H(C[52D >ska,skb
}. Bob signsthe order of cardsagainand gets <
C[1],...,C[52] >ska,ske- BoOb sendssignaturesof
cardsandsignedorderof cardsto Alice.

Now the deckof cardshasbeenpreparedAll thecardsare
encryptedby Alice and Bob with their signatures.Based
on our discussiorin section2, encryptionsn differentor-

der give the sameresults. We only usea de nite order of

signaturesn the whole protocols. Obviously, if morepar

ties involved, our protocolswill work exactly in a similar
mannetto theabove.

4.3 Card Dealing

Thereare52 cardsencryptedy both Alice andBob. At
the very beginning, the set of available order numbersis
{1, ...,52}. Duringthe game,if somecardsarein players'
hands,the correspondingrder numbersare deletedfrom
theavailableset. Whenaplayerneedsa card,thefollowing
protocolis carriedout.

1. Alice needsto draw a card m, m is the card or-
der after the double encryptions. She sendsm and
< H(m) >k, toBob.

2. Bob checksAlice's signatureandthenchecksthat m
is in theavailablesetor not. If it is notin theavailable
set,Bob sendsAlice a suitablemessagelf it is in the
availableset,Bob decryptsthe doubleencryptedcard
m. The original orderof the cardis n, the cardm is
C'[n]. After Bob'sdecryptionjt becomes? 4 (n). Bob
sendsE4(n), < m, H(Ea(n)) >k to Alice. Bob
deletesn from his availableset.

3. Alice checksBob's signatureand decryptsF 4 (n) to
openthe card and addsthe cardto her hand. Alice
deletesn from heravailableset.

Whenthe gameis over, Alice and Bob reveal their secret
randomnumberr» andrg. Both Alice andBob cancheck
whetherthe otherpartyhasbeencheatingor not. Thestrat-
egy of eachplayeris completelyrevealedat the endof the

game.In next section,we discusshow to ensurecon den-
tiality of stratey.

If therearemary playerstheabore protocolworksin a
similarmanner Theonly differences thatif aplayerneeds
acard,all otherplayerswill decryptthecardoneby oneand
updatetheir availablesetsat the sametime. A playerwho
needghe cardcanopenthe cardandaddit to his/herhand,
andupdatesis/heravailableset.

5 Discussion

In thefollowing sectionjmportantsecuritypropertieof
our protocolare discussed We alsocompareour protocol
with previously publishedprotocols.

() CompleteCon dentiality of Cards

Previous protocols based on individual cards has the
shortcoming of leaking of one bit information [Lip-
ton,Coppersmith].Lipton discussedhe leakageand gave
somesuggestiongor strengtheninghe cryptosystemfor
example, the cards are encodedoriginally so that they
are all quadraticresidueg(or all nonresidues).But there
is still no guaranteehat the resultis secure. Indeed,the
indicationis thatbits maystill leak. In our protocol,thereis
no informationleakagebecausehe encryption/decryption
useghestandardElGamalcryptosystem.

(1)  Without CardSalesman

Thereis a Card Salesmarinvolved in the previous proto-

cols[Hall & SchneierfFortune& Merrit, Barary & Furedi]

that are basedon multiple permutations. The fairnessof

this kind of protocolsis basedon the assumptiorthat the

Card Salesmaris fully trusted. In real gambling, such
an assumptionis not appropriate. We can not assume
the existenceof sucha fully trustedparty The protocol
presentedin this paper getsrid of the Card Salesman
completely

(1 Any Numberof Players

Based on the commutatvity of multi encryptionsand
decryptions, it is corvenient to expand the proto-
col to multi-players. With the same prime num-
ber p, each player for example X, has key pair
Kx = {(p,ax,kx,B8x) : Bx = ax™*( modp)}.
In the card shufing process,every player X choosesa
secretrandomnumberrx . All cardsare multi-encrypted
by all players. In the carddealing,whenplayer X draws
a card, all otherplayersdecryptthe card,andonly player
X canopenthecard. All playersdeletethe cardfrom the
availableset.

(IV)  SecurityAgainstPlayerCollusions

The protocolcanguarante¢he minimal effect of collusion.
Even if two playerscollude, they can only obtain each
other's cardsbut nota cardof athird player Becausevery

cardis multi-encryptedby all the players,a cardis opened
only in the casethat all playershave decryptedit. Any



subsetof playerscan not know arything aboutthe cards
of otherplayers.No collusionamongcheatingplayerscan
affect the cardsdravn by an honestplayeranduntouched
cards.

(V) CompleteCon dentiality of Stratey

The protocol presentedasksplayersto reveal all informa-
tion at the end of the game. It makesit impossiblefor the
playersto bluff. Realpokerplayerswould never acceptto
play sucha game.Fortunatelyif the Dealeris involved, it
is very easyto modify the above protocol. Whenshufing
cards,every player X choosedhis secretrandomnumber
rx andsends< H(rx) > to the Dealer During the
game, every player sendsthe information of his actions
(for retrieving in the future, except openedcards)to the
Dealer At the end of the game, every player sendshis
secretrandomnumberto the Dealer The Dealeris ableto
checkthefairnessof thewholegame.Duringthegame the
cardinformationis con dential to the Dealer The Dealer
is theonly persorwho canknow thestratgy of eachplayer
atthe endof the game. Suchan assumptioris reasonable
and acceptable.lt is much betterthan the assumptiorof
a Card Salesmarwho is fully trustedand knows all card
informationduringthegame.

(VI) Efciency andClarity

Thecryptosystermusedin our schemas basedbn ElIGamal
cryptosystem.For a gameof two players,thereare only
104timesElGamalencryptionsaanddecryptions(maximum
in one whole game). For a gameof n players, there
are 52 x n ElGamal encryptionsand 52 x n ElGamal
decryptiongmaximumin onewhole game). The protocol
is efcient. For a group of players,after the systemhas
beensetup,they canusetheir encryption/decryptiorkey
pairs and public/private key pairs for multiple games.
For a new game, the playersonly needto choosenew
secretrandomnumbergencryptionparameters)Thereare
severalothersuccessfuprotocolshasedn zero-knavledge
proofs. Unfortunatelythey arenot practicaland are often
very complicatedand messy They needa fairly long
computatiortime to shufe adeckof cards.

6 Conclusions

Our mentalpokerprotocolschemehasachieredthe ma-
jor requirement®f a completepoker system. The proto-
col is secure,efcient andis suitablefor ary numberof
players. Our protocol getsrid of the Card Salesmaren-
tity completelyandthereis minimal effect dueto collusion
of players.With theintroductionof a Dealer the stratgies
of playerscanbe madecon dential to otherpeople(except
theDealer).In this case the Dealeronly becomeswareof
the stratgiesof playersat the endof the game. However,
therearesomeopenproblemswhich arenot solved by our
protocol,for example how to returna cardto thedeck.

With the growth of popularityof the Internet,the Inter-
nethasbecomeanimportantmarketplacdor on-linegam-

bling. Cardgamesrewidely usedn on-linegamblingover
theInternet. Thegamblingprocessequiresactionssuchas
placing betsand dealingwith payments. Our protocolis

basedonindividual cards.It is easyto combinethis proto-
col with the managemenprotocolsof the whole gambling
processesA fair on-line gamblingschemehasbeenpro-
posedby the authorsof this paper[Zhao, Varadharajar&

Mu] to guaranteehe fairnessof on-line gambling. Based
on this fair on-line gamblingschemeandthe cardprotocol
presentedhere,ef cient, fair and securesolutionof using
cardgamesn on-linegamblingcanbeachieved.
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